New Developments in Law relating to Trade Secrets

Introduction

Business empires such as KFC and Coca Cola
were built upon zealously guarded trade secrets.
Today even tech companies opt for trade
secrets. This is evident in the number of
companies dealing with robotics to self-driving
cars which haul each other to courts over trade
secrets in the recent times. But advances in
technology have posed threats towards
companies with trade secrets as departing
employees can easily take away the confidential
information. Therefore, last year a renewed
interest was visible from both sides of the
Atlantic with the European Union?! and the USA.?

This article examines the Sri Lankan law on trade
secrets and discusses the nature of trade secret
protection available in other countries wherever
necessary for comparative purposes.

Advantages of Trade Secrets

Many refer to trade secrets as the anti-thesis of
patents as there is no formal registration system
or disclosure. It had been pointed out that due
to the following reasons many inventors would
prefer trade secrets over patent protection?;

1. Cost - Preparation of a patent application
can be time consuming and costly. If an
inventor has a patentable invention which
can only earn a modest economic value,
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then in such an instance a trade secret is
preferred.

2. Perpetuity - If the inventor has a patentable
invention but he believes that it would take
another party a longer time to come up with
such invention then maintaining the
invention as a trade secret is preferred.

3. Protection for non-patentable inventions -
If the inventor has a non- patentable
invention and the inventor is aware that it
will take a long time to reverse engineer his
invention and there is considerable
economic value to his invention, then on
such instances a trade secret is preferred by
the inventor.

In addition, in the USA it has been pointed out
that subsequent to the Alice Corp. V CLS Bank
International*where the patent was held invalid

as claims were based on an abstract idea and
where implementation was done through a
generic computer was not considered sufficient
to transform the idea to patentable subject
matter, many software companies prefer to
maintain trade secrets over patents’.

Trade Secrets —Definition

In Sri Lanka trade secrets are protected under
section 160 (6) of the Intellectual Property Act
No. 36 of 2003 (“the Act” herein) under
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undisclosed information. According to the Act
which closely resembles Article 39 of the
Agreement on Trade Related Aspects of
Intellectual Property Rights (TRIPS),

“any act or practice, in the course of industrial or
commercial activities, that results in the
disclosure, acquisition or use by others, of
undisclosed information without the consent of
the person lawfully in control of that information
and in a manner contrary to honest commercial
practices shall constitute an act of unfair
competition.”

According to the aforementioned provision, any
act of disclosure of undisclosed information will
amount to an act of unfair competition under the
Act as it is contrary to honest commercial
practices. Therefore in Sri Lanka like many
jurisdictions trade secret protection does not
amount to an exclusive right but instead
recognized as a form of unfair competition.

Although the term undisclosed information is
used in the Act, the European Directive on the
protection of wundisclosed know-how and
business information (trade secrets) against
their unlawful acquisition, use and disclosure®.
(“EU Directive” herein) and the USA Uniform
Trade Secrets Act (“UTSA”) have almost identical
provisions to that is section 160 (6) (c) of the Act,
and both EU regulations and the UTSA refers to
such information as trade secrets. Therefore, it
can be stated that in most of the instances the
term trade secrets and undisclosed information
are used interchangeably.

In the case of Faccenda Chicken v Fowler’,
courts have identified that information that an
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employee is exposed to during the course of his
employment falls into three categories;

1. Information that is accessible to public — this
information can be disclosed to anyone by
the employee during and after his
employment

2. Confidential information which he cannot
use or disclose during his tenure of
employment, but which he can disclose to
third parties or even competitors after he
departs

3. Trade secrets which he is not entitled to use
during and after his employment.

Therefore, identifying what information is
considered a trade secret is critical.

4. The Three Pronged Test

The mere fact a company considers some
information to be trade secret does not itself
automatically qualify the said information to be
a trade secret.

In order to qualify as a trade secret the Act® has

introduced a three pronged test as follows:

(i) It is not generally known or accessible to
persons within the circles that normally deal
with the kind of information in question;

(ii) It has actual or potential commercial value
because it is secret; and

(iii) It has been subject to reasonable steps under
the circumstances by the rightful holder to
keep it secret®;

Therefore any confidential information shall not
become a trade secret automatically unless they
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qualify under the three pronged test introduced
in the Act.

4.1. It is not generally known or accessible to
persons within the circles that normally
deal with the kind of information in
question

Therefore trade secrets should not include
general information and know-how that is
known in trade. Under the Act undisclosed
information shall include technical and business
information’®. By way of example, the USA
Restatement of Unfair Competition! includes
formula, pattern, compilation of data, computer
program, device, method, technique, process or
other form or embodiment of economically
valuable information as trade secrets. What was
traditionally understood as trade secrets have
expanded and now costs and prices!? are
included as well. But it should not be something
which is public property and public knowledge®3.
When the information is partly public and partly
private, it was mentioned by Lord Denning that
the recipient must take special care to use only
the material which is in the public domain®®.

4.2 It has actual or potential commercial value
because it is secret

Keeping the confidential information as a secret
provides a competitive edge to the company. It
is interesting to note that in certain instances
even after the trade secrets entered in to the
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public domain hey continue to be commercially
valuable. In what is famously known as the
Listerine Case®, the secret formula of Listerine
was licensed but it became public domain later.
It was ordered by the Courts that royalty
payments should continue to be paid as long as
the licensees used the formula as the license
contract did not stipulate that its will be
terminated once the formula entered public
domain and that the licensee acquired the
formula when it was a trade secret and derived
a competitive advantage from the trade secret.
But in the event where the company has no
trade secret it was considered that there is no
obligation owed by the employees to protect
such information?®.

4.3 It has been subject to reasonable steps
under the circumstances by the rightful
holder to keep it secret

A mere label of confidentiality was not
considered sufficient. Encrypted information
which anyone with necessary knowledge can de-
encrypt was considered not protected'’. An
apparatus which was considered confidential by
the employer was considered not a trade secret
by the courts as the concept behind the
apparatus was well known'.The fact that the
circulation of certain information is restricted to
a limited number of individuals does highlight
the fact that the information was kept
confidential®®.
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5. Exemptions

The Act does specify the unlawful acquisition,
disclosure or use of trade secrets® but does not
specific any exemptions. But on the other hand
the EU Regulations have listed out a number of
exemptions where the acquisition of trade
secrets shall be considered lawful;

i. Independent discovery or creation:

ii. Observation, study, dissemble or testing of a
product or object that has been made
available to the public or that is lawfully in
the possession of the acquirer of the
information who is free from any legally valid
duty to limit the acquisition of the trade
secret

iii. Exercise of the right of workers or worker’s
representatives  to  information  and
consultation in accordance with national
laws

iv. Any other practice which under the
circumstances is in conformity with honest
commercial practices?*

What is highlighted in the EU Regulations is the
specific exemption provided for reverse
engineering as stated in Article 3 (1)
(b).Therefore any information that can be
reverse engineered is not a trade secret as it is
available or accessible to anyone in the same
trade. But it should be noted that the particular
person should not be under a contractual
obligation with the trade secret holder. As a
result of enabling reverse engineering it will be
difficult to maintain product related trade
secrets as they can be easily reverse engineered.
It was decided in Chicago Lock v Fanberg*that

reverse engineering is permissible and that once
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revealed the company has no monopoly power
or control over the information.

6. Disclosure of undisclosed information and
remedies

Disclosure of undisclosed trade secrets trade

secrets take place when;

(i) Industrial or commercial espionage;

(ii) Breach of contract;

(iii) Breach of confidence;

(iv) Inducement to commit any of the acts
above;

(v) Acquisition of undisclosed information by a
third party who knew or was grossly
negligent in failing to know, that an act
referred to in sub paragraphs (i) to (iv) was
involved in the acquisition®.

What is noteworthy is that most of the illegal
disclosures are in relation to former employees.
While employed an employee is bound by the
terms of his employment contract. In addition it
is common in Sri Lanka for companies to enter in
to Non-Disclosure Agreements with its
employees who have the opportunity to have
access to confidential information. In addition an
employee owes an implied duty of fidelity and in
certain instances a fiduciary duty as well.
Therefore if a trade secret is disclosed to an
employee by an employer during his
employment the employee is under an
obligation not to disclose such trade secret
during his employment and thereafter. It has
been pointed out that there is no requirement to
spell out what is confidential information if it is
likely to be regarded by an employee as a trade
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secret?®.Even in the event of a lack of written
contract an employee owes an implied
obligation not to divulge trade secrets®.

Courts have always made a distinction between
trade knowledge and trade secrets. Trade
knowledge shall include skills, general
knowledge and any personal goodwill that an
employee obtained in the course of
employment?® and an employee can take with
him such trade knowledge from job to job. In
Ocular Sciences v Aspect Visions Care Ltd 77 it

was mentioned that it is in public interest to
allow ex-employees to use their acquired skill
and put it to use in working for the new
employers. In Worsley& Co Ltd b Cooperit was

held that the ex-employee was entitled to make
use of his knowledge of the source of paper
supplied to its previous employer?®. But what
was emphasized was that an employees are
prohibited from doing so in relation trade
secrets. Justice Cross in Printers and Finishers

Ltd stated that not all information which is given
to an employee in confidence during his
employment is a trade secret which he can be
prevented from using for his own advantage
after the employment is over?. To determine
the distinction the test presented in Faccenda
Chicken case can be used®. Therefore any
restrictive covenants that have an impact on
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courts®L,

In addition to the remedies made available in the
Act®? section 160 (9) states that rights conferred
in section 160 (6) shall be in addition to any
common law rights. Under common law a
plaintiff who alleges that his or her trade secrets
were disclosed by another should establish at all
times that there was a breach of confidence and
should establish that the information had a
necessary quality of confidence about it,
secondly that information must have been
imparted in circumstances importing an
obligation of confidence. Thirdly there must be
an unauthorized use of that information to the
detriment of the party communicating it*. The
test whether a duty of confidence arise is an
objective one; whether a reasonable person
standing in the shoes of the recipient of the
information would have realized that the
information was given in confidence®*’.In the
case of Vestgraat, courts laid down the criteria
to determine whether the information should be
regarded as confidential®.

Conclusion

Trade secrets have been compared to
Cinderella’s magic shoes when the secret is

other information that the employee is free to use or
disclose.

31Samarasundara v Coats Thread Lanka (Pvt) Ltd SC
Appeal 18/2009

32 Section 160 (8)

$Saltman Engineering Inc v Campbell Engineering
Co[1963] 3 All ER 413

34Coco v A.N. Clark (Engineers) Limited, [1969]
RP.C.41 (Ch.D))

35 The nature of work, nature of information, attitude
of the employer, steps taken to protect it, seperability
of the information, commercial value of the
invention, usage and practice of trade



disclosed the value is lost. But still many
companies including high tech companies
depend on trade secrets and this is evident on
the number of recent trade secret cases which
involve very famous names®®. Therefore what is
noteworthy is that although the risk of stealing
information is high due to advances of
technology companies still value trade secrets
due to the unique advantages it can offer.
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